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WHAT DOES THIS PRIVACY POLICY COVER?

This privacy policy (“Policy”) aims to give you information on how Node4 Ltd collects and processes your
personal data. This Policy covers any data you may provide when using our website when you sign up to our
newsletter, take part in a survey or other marketing initiatives.

HOW DO YOU PROTECT MY PERSONAL INFORMATION?

Node4 are strongly committed to keeping your personal information safe and as such we design our services
with security in mind. At the same time, no service can be completely secure therefore, should you have any
concerns that your personal information has been put at risk then please contact us.

WHAT PERSONAL INFORMATION DO WE COLLECT?

We may collect both personal information and non-personal information from you as described below.
Personal data, or personal information, means any information about an individual from which that person can be

identified.

We may collect, use, store and transfer different kinds of personal data about you which we have grouped together
follows:

e Identity Data includes first name and last name.
e Contact Data includes email address and telephone numbers.
e Usage Data includes information about how you use our website, products and services.

e Marketing and Communications Data includes your preferences in receiving marketing from us and
our third parties and your communication preferences.

We do not collect any Special Categories of Personal Data about you (this includes details about your race or
ethnicity, religious or philosophical beliefs, sex life, sexual orientation, political opinions, trade union membership,
information about your health and genetic and biometric data). Nor do we collect any information about criminal
convictions and offences.
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HOW DO WE COLLECT THE INFORMATION?

We use different methods to collect data from and about you including through:

Direct interactions you may give us your identity and contact data by filling in forms or by corresponding with
us by post, phone, email or otherwise. This includes personal data you provide when you:

e Enquire about our products or services;
e subscribe to our service or publications;
e request marketing to be sent to you;

e give us some feedback.

Third parties which are publically available sources. We may receive personal data about you from various third
parties and public sources as set out below:

o |dentity and Contact Data from data brokers or aggregators based inside OR outside the EU.

e |dentity and Contact Data from publicly availably sources such as Companies House and the
Electoral Register based inside the EU.

Third parties who are acting contractually on behalf of Node4 to process the data collected from the Website
and online forms.

If you would like your information not to be used in this way, then please send an email to Marketing@Node4.co.uk
and your data will be restricted or removed depending upon your specific request.

WHEN WILL NODE4 USE INFORTMATION TO CONTACT ME?

We might use your information to contact you about different things, like:
e To update you on any changes to Node4’s policies
e To check with you about any service or activity you have signed up for.
e To answer you when you have contacted us, or to respond to a comment or complaint
e For Marketing purposes or surveys if you have ‘opted in’

e Where we need to perform the contract and set out our contractual obligations you are about or
have entered into with us

e Where itis necessary for our legitimate interests (or those of a third party) and your interests and
fundamental rights do not override those interests
e Where we need to comply with a legal or regulatory obligation

We do not pass on or sell your personal information to third parties. We may however, share your information
within our organisation or with third party suppliers who work with Node4.
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HOW LONG WILL YOU KEEP MY PERSONAL INFORMATION
FOR?

Whenever we collect or process your personal data, we'll only keep it for as long as is necessary.

HOW DOES NODE4 PROTECT PERSONAL & SENSTIVIE
INFORMATION?

We have put in place appropriate security measures to prevent your personal data from being accidentally lost,
used or accessed in an unauthorised way, altered or disclosed. In addition, we limit access to your personal
data to those employees, agents, contractors and other third parties who have a business need to know. They
will only process your personal data on our instructions and they are subject to a duty of confidentiality.

We have put in place procedures to deal with any suspected personal data breach and will notify you and any
applicable regulator of a breach where we are legally required to do so.

HOW CAN YOU CONTACT NODE4?

We have appointed a data protection officer (DPO) who is responsible for overseeing questions in relation to
this privacy policy. If you have any questions about this privacy policy, including any requests to exercise your
legal rights, please contact the DPO using the details set out below.

Our Contact details are:
Node4 Limited
Millennium Way

Derby

DE24 8HZ

Tel: 0845 123 2222

Email: Marketing@Node4.co.uk
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WHAT ARE YOUR RIGHTS?

You have the right to:

e Request a copy of your information

e Ask us to correct information that is wrong, to delete it or to request that we only use it for certain
purposes

e To change your mind and ask us to stop using your information

If you would like to modify or remove personally identifiable information about you that is being held by us, then
you should contact us with your specific requests.

If you wish to access the data we hold on you, you should contact DPO@Node4.co.uk who will provide a Data
Subject Access Request (DSAR) form to you within a month.

As part of the DSAR, you will need to provide two documents which should include your name, date of birth and
current address and should be dated within the last 3 months.

YOUR RIGHTS TO MAKE A COMPLAINT?

If you wish to lodge a complaint, you can do so by contacting DPO @node4.co.uk who will respond to you within
30 days.

You have the right to make a complaint at any time to the Information Commissioner's Office (ICO), the UK
supervisory authority for data protection issues (www.ico.org.uk). We would, however, appreciate the chance to
deal with your concerns before you approach the ICO so please contact us in the first instance.

If you are based outside of the UK, you have the right to lodge your complaint with the relevant supervisory
authority in your country.

YOUR DUTY TO INFORM US OF ANY CHANGES?

It is important that the personal data we hold about you is accurate and current. Please keep us informed if your
personal data changes.
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WHY DOES NODE4 USE COOKIES?

We may collect certain information in part through the use of a technology called a “cookie.” A cookie is a small
text file that is saved to your device using your browser, which allows sites to recognize you and store
preferences and other information if you return to the site using the same device and browser.

You may remove cookies and / or control their operation by adjusting your browser settings. Please visit the
‘help’ section of your browser for more information as each browser is different. You can find out more
information about cookies on the aboutcookies.org.website (www.aboutcookies.org)
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